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HEIGHTENED CLIENT EXPECTATIONS …

Presenter
Presentation Notes
Devin
October 2019 articles addressing targeting of law firms by state-sponsored actors



… AND EMERGING THREATS!
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The new normal: February 2020 articles highlighting ransomware and exfiltration threat using Maze/ChaCha ransomware



THE SCENARIO …
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You arrive one morning and …



THE SCENARIO …
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Your computer systems have been infected by the Maze Ransomware
Your systems display a message from the hackers setting forth their demands for payment in exchange for a decryption key to unlock your files



THE SCENARIO

 Your law firm’s systems have 
been infected with the Maze 
ransomware variant

 No access to your computer 
systems

 Files contain both personally-
identifiable information and 
confidential client 
information
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Devin
Contrast PII vs. client confidential information
Nefarious outsider vs. nefarious insider vs. “whoops” 



THE SCENARIO

 Hackers are demanding 
a ransom of 200 bitcoin 
(approximately $1.6 
million)

 Hackers threaten to 
begin posting files to 
the Dark Web if the 
ransom is not paid in 4 
days
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Presentation Notes
Devin
What is worse, downtime or potential exposure of client files?
This is an excessive ransom, normally smaller because hackers want businesses to pay – made it large so it would not be easy to just pay
Types of particularly damaging client information subject to exposure (e.g., trade secrets, A/C privileged communications, work product; M&A details; PII/HR)
April and Rebecca: would you rather your outside law firm be shutdown for a week or potentially suffer a data breach?



HOW DID THIS HAPPEN?

 Phishing
 Credential Theft

 Malicious links/attachments

 Malware
 Viruses

 Worms

 Trojans

 Exploitable Vulnerabilities

80%
MALWARE INFECTIONS

FROM EMAIL
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Most ransomware infections stem from credential theft/reuse or malicious email links/attachments



WHAT HAPPENS NEXT?

 Does your firm have an incident response plan?
 Who is your incident response team?

 Would you contact law enforcement?

 How soon do you involve internal/outside counsel?
 Who is responsible for hiring the external forensic investigator?

 Do you have cyber liability insurance?
 Are your malpractice premiums paid up?
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A.J. slide
General discussion re ABA/jurisdictional rules for protection of data + incident response plan
Compare/contrast cyber liability insurance (first party response costs) vs. malpractice (defense of third party/client/ethics claims)
Importance of involving firm counsel/outside counsel to maintain privilege



WHAT HAPPENS NEXT?

 Would your firm pay the ransom?

 What factors would you consider in your decision 
regarding paying the ransom?
 How long would it take to recover from backups?

 How long would it take to recover if the decryption key is 
purchased?

 Does your firm have a bitcoin account?  And $7 million in 
bitcoin?

 Does your insurance cover payment of a ransom?
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Any criminal law/ethical issues with paying ransom?
How do you know the hackers will actually help you if you pay?
Does the threat to expose your files change how you weigh the decision to pay or not pay?



WHAT HAPPENS NEXT?

 When do you consider informing your clients?
 Do you have enough information to determine whether there is 

a reportable breach?

 Does it matter whether the infected files contain personally-
identifiable vs. client confidential information?

 Does it matter whether the hackers have begun releasing 
the files on the Dark Web?
 Media attention?

Presenter
Presentation Notes
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Breach notification rules – contrast confidential client information vs. personally identifiable information
Breach notification trigger: unauthorized access vs. Formal Opinion 483 factors
Public attention, e.g. security researchers/bloggers (Krebs on Security)
April/Rebecca: how would you feel if you found out about a law firm incident from a blog post or newspaper article rather than directly from the firm?



THE CLIENT’S PERSPECTIVE

 Engagement Agreements/Data Security Addenda

 Vendor Data Security Questionnaires

 Security Audits/Assessments
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April– what do your clients do proactively to assess/require law firm security?



THE FIRM’S ETHICAL, LEGAL, AND CONTRACTUAL OBLIGATIONS

 Sources of Obligations:
 Rules of Professional Conduct

 State privacy laws

 Engagement letters/Contractual Obligations
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THE FIRM’S ETHICAL OBLIGATIONS

 Rules of Professional  Conduct
 Rule 1.1 Competency

 Rule 1.6 Confidentiality

 Rule 1.15 Duty to safeguard client property

 Rule 5 Duty to supervise

 Rule 1.9 Duties to former clients
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THE FIRM’S ETHICAL OBLIGATIONS

 ABA Formal Opinion 477 (2017)
 What is “reasonable security” for law firms?
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What is “reasonable security” for law firms? (ABA Opinioon 477)



POP UP QUESTION

 What authorities impose cybersecurity 
requirements on attorneys and law 
firms?
A. The Rules of Professional Conduct

B. State bar ethical opinions

C. Client engagement letters and data 
security agreements

D. All of the above



“REASONABLE SECURITY” TO PROTECT LAW FIRM DATA

 A written information security policy;

 Regular training of attorneys and staff;

 Record retention policies, data classification, and access controls;

 Incident response plan and war-gaming;

 Third-party security audits, risk assessments, and penetration tests;

 VPN’s for remote access;

 Data loss prevention: restrictions on data transfers and use of removable media;

 Physical access controls;

 Vendor assessment and agreements; and,

 Cyber liability insurance, in addition to malpractice insurance.
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“REASONABLE SECURITY” TO PROTECT LAW FIRM DATA

 Wi-Fi network, modem, and router passwords

 Connect to office systems through secure connection (VPN/RDC)

 Use dedicated work computers; refrain from use of social media or 
personal email accounts

 Disconnect/mute listening devices (Alexa, Echo)

 Secure videoconference solutions (Zoom, GoToMeeting)

 Conduct sensitive conversations outside hearing of family 
members

 Be alert for COVID-related phishing emails and spoofs of emails 
from clients and co-workers



THE FIRM’S ETHICAL OBLIGATIONS

 ABA Formal Opinion 483 (2018)
 When must lawyers notify clients of a data security incident?
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When must lawyers notify clients of a data security incident? (ABA Opinion 483)
April and Rebecca – when would you want to be notified?  What categories of information would you be most concerned if hacked?  (e.g., trade secrets, A/C privileged communications, work product; M&A details; PII/HR)



STATE PRIVACY LAWS

 Breach notification laws

 California Consumer Privacy Act
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Leslie/Devin
Contrast between PII and client confidential information





QUESTIONS?



THANK YOU! IF YOU HAVE ANY QUESTIONS, 
PLEASE CONTACT ONE OF THE PRESENTERS

Devin Chwastyk
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E: dchwastyk@mcneeslaw.com

T: 717.237.5482
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T: 859.231.3692

Leslie Whitten
Young Clement Rivers LLP
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T: 843.724.6642
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