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What is Information Sec
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» “IT security in 2019 is no longer going to s
about protecting sensitive data and keeping
hackers out of our systems. In this day and age of
big data and artificial intelligence—where
cooperation on data can lead to enormous
business opportunities and scientific and m

security is also going have
\zations to leverage, coll
Ir data without being
Iving up their intellect
data misused.”
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New Cyber Risks
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What Must Be Protected?
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Common Cyber Thre

» Email Account Takeover




Sources of Threats
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Which industries are mo

susceptible to data breach?

Where Breaches Happen
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Nobody is exempt...
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Tactics, techniques,
procedures

» Spear-phishing emails (from compromised
legitimate account)

twork reconnaissanc

trol system (ICS)
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Consequences of Securit
Breaches

Conseqguences
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Integrity - Data corruption or destruction.
Availadas ayvallability of business data o
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Data Security and Bre
Notification Act

Proposed Federal Law would:

> Reguiiescompanies to notify consumers t
ceach within 30 days.

five-year prison sent
ch a breach.
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State Security Breac
Notification Laws

“All 50 states, DC, Guam, Puerto Rico, and th
Islands have enacted legislation
' 3ation of security breaches o
ole information.”
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Cyber Security Plans Should bé
to State Law Requirements

» Who must comply?
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States That Permit a
Private Cause of Action

» Alaska, California, lllinois, Louisiana, Maryla
Massachusetts, Nevada, New Hampshire,
egon, South Carolina, Tenne
ashington, District of Co
irgin Islands.

‘

ALFA International

The Global Legal Network
Local Relationships Worldwide




Product Hacking, Cyber Sec
Products, and the Internet of Things

rent Security
loNn Approa

eeeeeeeeeeeeeeeeeeeee
ooooooooooooooooooooooooooo




Cyber Defenses




Mitigation

»Include analog controls

dls e
ity plan

Orovisions
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United States Computer
Emergency Readiness Team

Maintain up-to-date antivirus protection

Restrict permissions to install and run unwanted sof
applications

ghpassword policy and regular p
1 opening e-mail attachm
atches up-to-date
s e-mail attachments
) habits; restrict access to
USB drives, external drives, etc.

ed from the Internet prior to executing
ess of the latest threats
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Data Breach
Model Security Breach Response

» Model security breach response plans

» intended to complement a company’s data
security program

» designed to ensure that appropriate protections
are in place.

» These are used to determine which individuals
must be notified following a data breach.

» Counsel must review and stay up to date on both
state and federal laws governing data breaches
In your industry to update the plans.
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Model Security Breach Response F
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Data Breach

Statutory Data Breach Notifica
Requirements:
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Data Breach

Model Security Breach Res

Privacy and network policy

security development and

review

Incident response

Gap analysis and audit review

i of policies and practices
Friva:y 7 = Legal advice on compliance

Compliance and with HIPAA/HITECH
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